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Disclosures 



 
 
 Explain how e-Health is impacting physicians 
 
 Evaluate the use and spread of Telehealth  

 
 Illustrate how Web-Based marketing alters patient engagement 

 
Recognize the basic concepts of Health Information Exchange (HIE) 
 

Learning objectives 



 
 e-health is an emerging field in the intersection of medical informatics, 

public health and business, referring to health services and information 
delivered or enhanced through the Internet and related technologies. 1 

 
A study in 2005 found 51 unique definitions2 

What is e-Health 

1.J Med Internet Res. 2001 Apr-Jun; 3(2): e20 
2. J Med Internet Res 2005;7(1):e1 



 

 
Altering how the brain functions due 

to “constant external data source” 
 

The Smartphone Impact 



 

Digital Media Access Platforms 



 

Online time by platform 



 

Devices used throughout the day 



 
 

Mobile applications for most EHR’s 
 

MOC changes for ABIM 
 

Mobile Sensors 
 

 Telemedicine boom 
 

Impact on Health IT 



 
Telehealth 



 
AKA Telemedicine, Tele____(insert specialty) 

 
 Simple definition  
 “Use of telecommunication technology to enhance healthcare” 
 

 Three trends 
 Access and convenience 
 Began with acute care, but growing in chronic care management 
 Migration from hospital and satellite clinics to the home 

Telehealth 





 
 
 Logistical solutions--Empower EMS with mobile devices to calculate a RACE or 

NIHSS prior to arrival.  
 STEMI services 

 Specialists on Call  
 In just 15 years, telestroke became mainstream, and the largest care provider for 

patients with stroke in the country is now not a major medical center but a 
telemedicine company (n engl j med 375;2 nejm.org July 14, 2016) 

 Provide 24/7 PRN neurology input for TPA recommendations 
 Also provide Telepsychiatry and Teleintensivist services 

Tele-stroke Services 









 
Virtual Visits 





 
Why Telemedicine? 



 
Telemedicine 

Cost 
 e-prescriptions  
 24 hours a day 
 Sensors 
 Fully licensed and insured 

 It takes an average of 20 days to 
secure a 20-minute appointment 
with a physician that with travel 
and wait time consumes 2 hours. 

____________________________________________ 
Ray KN, Chari AV, Engberg J, Bertolet 
M, Mehrotra A. Disparities in time spent 
seeking medical care in the United States. 
JAMA Intern Med 2015; 175: 1983-6. 



 
Growth and popularity 



 
 The ICU environment full of distractions, alarms, and interruptions that 

produce alarm fatigue and the potential increased error rates 
Video and audio devices connected to each ICU patient room 
 ePhysician and eRN overseeing the care and making recommendations 

to intensivists/hospitalists and nurses 
 Typically a checklist of items, but available for consultation  
 Full EHR access 

 
 
 

TeleICU/Teleintesivists 





 

Tele ICU Impact 
 Avera Health System, South Dakota: More than 160 patients have been able to stay in their hometown 

hospital with support from Avera Tele-ICU CARE; air transport costs saved: $1 000 000 
  
 Maine Medical Center, Maine: During the 33 months after implementation of tele-ICU, turnover of 

registered nurses decreased by 56% at a cost savings of $1,090,909 per year 
 

  Resurrection Health Care, Illinois: 7% reduction in blood transfusions in 6 months = $11200 in 
savings; 38% decrease in ICU length of stay in 6 months = approximately $3,000,000 in savings 
 

 Via Christi Health System, Kansas: Tele-ICU/ICU partnership to prevent air embolism; teaching 
intervention allowed avoidance of an estimated $240,000 in non-reimbursable patient care costs under 
the new Centers for Medicare and Medicaid Services never event rule. 



 
Tele-wound care 

Boca Raton Regional hospital 
HipaaSnap Wound Care app 



 
 The Lindhberg operation in 2001 
 Performed by Dr. Jacques Marescaux 
 45 min cholecystectomy on a 68 yo female in Strasbourg Civil Hospital in 

Eastern France 
 Surgeon was in New York using the ZEUS robotic surgical system  

TeleSurgery 



 



 
Military Use 



 
Now with use of voice recognition to control OR 

 
Research promising in Unassisted robotic surgery 

 
 Force-feedback and time delay 
 How much pressure does it take to hold but not tear an artery? 
 Haptic response technology 

 
 
 

TeleSurgery 









 



 
 2014  a physician in Oklahoma used SKYPE to conduct telepsych 

services 
 Sanctioned by the state medical board 
 Placed on 2 years probation 
 Required to complete prescribing practices course 
 Skype is NOT an approved modality for video conferencing 

HIPAA concerns 





 
The EHR 



 

2009 Stimulus Package 



 
 “to Err is Human” 1999 and “Crossing the Quality Chasm” 2001 
 98,000 deaths occur yearly due to medical errors 
 Set forth six aims for healthcare : Safe, Effective, Patient Centered, Timely, 

Efficient, Equitable 
 

 2 of their 12 executive recommendations helped drive informatics 
i. Improve access to clinical information and support clinical decision making 
ii. Elimination of most handwritten clinical data by end of the decade 

Institute of Medicine (IOM) 



 
IOM cited 12 IT applications 

Web based PHR 
 Patient access to information 

systems 
Access to general health 

information via internet 
 EHR’s with CDSS 
 Pre-visit online histories 

 Inter-hospital data sharing, HIE 
 Patient-physician electronic 

messaging 
 Online data entry by patients for 

monitoring (e.g. glucose) 
 Online scheduling 
 Computer assisted telephone triage 

assistance (nurse call centers) 
 Online access to clinician or hospital 

performance data 
 



 
Amenable Mortality 



 
Certification commission for Health Information Technology 
Goals are: 
 Reduce the risk of HIT investment by physicians 
 Ensure interoperability 
 Enhance availability of HIT incentives e.g MU 
 Accelerate adoption of interoperable HIE 

 
 The most well known and respected EHR certification body 

CCHIT 



 
Government-civilian-consumer collaborative since 2009 
Charged with prioritization of HIT standards to promote 

interoperability 
Create value cases adopted by CCHIT, ONC, HHS 

National eHealth Collaboration 



 
IOM vision for the EHR 

Health information 
measurement and accuracy 

Result Management 
 Easy access for physicians 

Order management 
 CPOE standardizes care 

Decision Support 
 CDSS 

 

 Electronic Communication 
 Secure messaging, text, web portals 

and HIE 
 Patient support 
 Electronic education 

 Administrative processing 
 Scheduling, claims, eligibility 

verification, drug recall 
 Reporting and population health 
 Immunization status, 

biosurveillance 



 
 EHR should improve patient safety through 

1. Legibility 
2. Access 
3. Less duplication 
4. Reminders for overdue tests 
5. CDSS 
6. Electronic problem lists 

EHR and Improved Quality 



 

PEDIATRICS Vol. 116 No. 6 December 1, 
2005  



 





 

Curr Oncol. 2014 Apr; 21(2): e221–e228. 

 
 



 



 



 



• 50% of time on the 
computer 

• 9.4% of the time with 
patients 
 
 

• Part of the patient 
contact time, residents 
were multitasking on 
mobile or WOW device.   



 
 
 

Over 27,000 patients -- 46 clinics 
Composite Standards with EHR 35% higher than paper  
 Timely recommended testing and referrals 

Clear advantage in quality with end points such as: 
 A1c<8  
 BP < 140/90 





 

E-prescribing adoption 



 
 

Vermont became the last state to approve on August 28, 2015 
 

 In Florida, it is allowed with an electronic token 
 Must enter the token number each time you prescribe 
 



 

 
 
 
 

 Began March 27, 2016 
 Physicians now face penalties and fines  
Many pharmacies no longer accept paper prescriptions from NY state 

providers (except during system downtime, natural disasters, etc) 
Applies to both controlled and non controlled substances 









 

Patient portals and Open notes 

Open Notes project gaining steam 
 Patient portals  
 Which labs to show and when? 
 VA blue button 
 Now over 10 Million users 



 
Barriers to EHR adoption 





 
Barriers to adoption 

 Inadequate time 
 Inadequate expertise/workforce 
Cost 
 Interoperability 

 

Workflow changes 
 Privacy 
 Legal 
 behavioral 

 









 
Healthcare more vulnerable to Cyberattacks 
Most spending of time/money has been focused Hipaa Compliance and 

less so network security 
Multiple systems with hundreds of interfaces  
 Less intense security training for employees/doctors 

RansomWare--Locky 



 
Multiple hospital systems attacked  
 Medstar – 10 hospital (43K) 
 Kansas health (17K) 
 Alvarado Health & Kings Daughter’s health 
 Many more smaller critical access hospital and physician practices 
 

Most end up paying the ransom 
 

 Payment demanded in Bitcoin 
 1 Bitcoin =  $655 
 

RansomWare and Security 



 
 
 

 
Kansas Heart Hospital declined to pay the second ransom, saying that 

would not be wise. Security experts, meanwhile, are warning that 
ransomware attacks will only get worse. 
 



 
The Social Media Impact 



 
Online Reviews 



 
www.physicianwiki.com 



 
Website – face of the practice 

 
 Social media presence on Facebook, Twitter, LinkedIn, Doximity 

 
 Search Engine Optimization services 

 
Reputation defender services 

 
ZocDoc, DocASAP, DocMeIn, and others 

 

Physician Marketing 



 
 41% of people said social media would affect their choice of a specific 

doctor, hospital, or medical facility.  
 (source: Demi & Cooper Advertising and DC Interactive Group) 

 
 30% of adults are likely to share information about their health on social 

media sites with other patients, 47% with doctors, 43% with hospitals, 
38% with a health insurance company and 32% with a drug company.  

 (source: Fluency Media) 

 

 60% of social media users are the most likely to trust social media posts 
and activity by doctors over any other group. 

 (source: Infographics Archive) 

 
 

Survey results 

http://thesparkreport.com/branding/infographic-social-mobile-healthcare
http://blog.fluencymedia.com/wp-content/uploads/Healthcare-Infographic-web-1.jpg
http://www.infographicsarchive.com/social-media/infographic-healthcare-industry-building-trust-through-social-media/


 
Health Information Exchange 



 
Critical element of Meaningful Use 

 
 Important to all healthcare organizations and federal programs 

 
Cheaper form of data transmission in the long run 

 
 Strong Federal push for further development 

Health Information Exchange 



 
Driven Primarily by the federal government (HITECH Act) 
 Improvement of disability process, continuity of medical care, bio-

surveillance, research, natural disaster response. 
 Prevention of electronic silos of information to replace our current paper 

ones 
Creating a comprehensive game plan to share health information 

among disparate partners 

Health Information Exchange (HIE) 



 
Continuity of Care Document 

 
 Based on the health language standard HL-7 

 
Generated by the EHR and used in communication in standard sections 

to HIOs and CDW 
 

CCD 







 
 Florida SHOTS (State Health Online Tracking System) is a free, 

statewide, centralized online immunization registry that helps health-
care providers and schools keep track of immunization records 
 Access patient records from other providers. 
 Verify immunization status and check immunization schedules. 
 Upload historical data and update immunization histories. 
 Register new patients and enter up-to-date vaccination information. 
 Produce and print the 680 form required for child-care and school 

attendance. 
 



 
 Shared database that collects, integrates and stores clinical data from a 

variety of sources 
Clinical NOT administrative data 
Collects from EHR’s, radiology, lab, or pathology systems 
 Issue of clinical notes—NLP may help 
 Problem based documentation 

Unlike EHR’s, designed to support queries about groups 
 More complex—associations of groups (does A co-occur with B?) 
 
 

Clinical Data Warehouse 



 
 Enable organizations to monitor quality 
 Track infectious agents 
 Track ADE on large scale 
 

 Identify trends in populations 
 Quite useful for comparative effectiveness research (CER) 
 For example, Drug A was superior to Drug B in a clinical trial  
 Based on CDW data was the outcome actually better in Drug A than Drug B in 

real practice? 
 

CDW 





 
 Should be a decentralized architecture built using the internet 
 Linked by uniform communication 
 Software of open standards and policies 
Network of Networks approach 
NO SINGLE CENTRAL DATA REPOSITORY 
Will require Hundreds of HIO’s to be interoperable with thousands of 

individual healthcare entities 

2005 ONC HIE Report 





 
 2005 ONC provided $18.6 million for initiative awarded to 4 contractors 
 Accenture, Computer Sciences Corp, IBM, Northrop Grumman  

Results  
 Network of network approach is possible 
 Common standards are critical but immature 
 Same infrastructure should support consumers and providers 
 Evolutionary approach rather than massive replacement 

 

NHIN prototype project 



 
 2007 HHS sent out a RFP (request for proposal) for phase 2 
 Trial implementation phase 
 Cost $22.5 million 

Awarded to 9 operational HIO’s 
CDC also awarded contracts to study support of HIE in bio-surveillance 
DOD and VA joined as 10th partner 
 Six additional ONC grants in 2008 

NHIN Trial Implementation 



 
Using the specs and services of NHIN trial implementation 
 Health information exchange began in 2009 

 Social Security Administration was the first federal agency to use the 
Exchange 
 Successful exchange has reduced SSA’s time to retrieve disability 

verification information from 84 days to 46 days. 
 SSA released $17.4 million to expand their ability to exchange with 15 

additional HIO’s 
 

NHIN Exchange 



 
Managed by the contractor Harris Corp 
Offer Direct project connectivity and patient CCD lookup services 
 Back bone is MIRTH technology (open source code) 
 Three existing HIO’s are the first participants 
 http://www.fhin.net/ 

 

Florida HIE 

http://www.fhin.net/




 
Virtual Lifetime Electronic Health Record 
 An initiative per President Obama April 2009 for DOD and VA to create a 

lifetime medical record for members of armed forces 
 Using NHIN standards and CONNECT software must communicate with 

civilian health organizations 
 Eleven pilot sites as of 2011 

VLER 



 

Questions 



 
Health Informatics—A practical guide for healthcare and Information 

Technology professionals 
 Robert Hoyt, Ann Yoshihashi, Nora Bailey 

 Bill Hersch 10x10 OHSU course 
HealthIT.gov 
American Medical Directors of Information Services listserv (AMDIS) 
Clinical trials and studies as per slides 
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